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Global Security Threats and Trends 

– Botnets – 
System Control, Recruiting, DDoS, Spamming, Click-

Fraud, Captcha Breaking 
 Fake Anti-Virus Scams, Account Theft 

– Targeted Attacks – 
Phishing, Spear Phishing, Whaling, 

Advanced Persistent/Evasive Threat (APT/AET) 

– Cybercrime Made Easy – 
Hackers for Hire, Do-It-Yourself Kits 
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AT&T Approach to Network-Based Security 

24x7 Situational Awareness function with near 
real-time analysis of security indicators: 

 Internet and Intranet information 

 Volumetric and behavioral algorithms 

 Leverage output of malware, botnet and APT analysis 

 

Embed security capabilities into the network itself 

 Security Enforcement Nodes 

 Managed Security Services 
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Cyber Intelligence Flash 
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Pop-up 
spam 

Activity 

Threat Reconnaissance Index 
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Active Botnets 
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Botnet Trends in Monetization 
 DDoS’ing victims (as extortion) 

 Spam email advertising 

 Click fraud 

Affiliate based Fake Anti-Virus software 

Affiliate based programs of spreading Fake Anti-Virus software (scare ware) to victims 
generated hundreds of thousands of dollars  
of income for botnet operators (Koobface, Waledac, Conficker). 
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Active Botnets 
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Zeus Propagation Methods 
• The Zeus toolkit does not ship with a mechanism to infect victims.  Buyers 
must pick their own method to spread. 

• Most are spread via drive-by download and phishing. 

• Messages posted to Facebook and other social websites used to lure victims. 

• E-mail phishing lures are most common: 

 

http://en.wikipedia.org/wiki/Facebook


2012 AT&T Intellectual Property. All rights reserved. 

Zeus Modules and Pricing 
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• Zeus Kit for Version 1.3.4.x ($3,000 to $4,000) 
• The Private Version of the Zeus Kit is running between $3,000 and $4,000. The latest private version of ZeuS, as of this date, is 1.3.4.x.    

• Backconnect $1500 
• The backconnect module allows an attacker to 'connect back' to the infected computer and make financial transactions from it.  This way, banks that try to track where money 

transfers originate will always trace it back to the computer of the account holder. 

• Firefox form grabber $2000 
• The Firefox form grabber module grabs data out of fields that are submitted using the Firefox web browser.  This data can include personally identifiable information (PII) as well 

as usernames and passwords for bank accounts, trading accounts, online payment accounts, and anything else that would require the use of a username and password. 

• Jabber (IM) chat notifier $500 
• The Jabber module allows an attacker to receive stolen data in "real time".  If a bank account is being protected with a token that generates random numbers, then the attacker 

can access the victim’s account in real time after the victim logs in using the token.  

• VNC (Virtual Network Computing) private module $10,000 
• The VNC module is similar to the backconnect module, except that it allows you to establish a fully functioning virtual connection.  The attacker can take control of the infected 

computer without the victim being aware of it.  Essentially, the VNC provides the hacker with not just a Network Proxy but with a Total Presence Proxy (it is the total package), 
allowing the hacker to use  all of the victim’s hardware and software, including its browser,  so as to avoid a bank’s fraud detection systems.  

• Windows 7 Support $2000 
• This module allows the ZeuS  trojan to infect these Windows 7 and Vista systems. Without it, the botnet controller is limited to Windows XP systems. 

* Source: Secureworks, http://www.secureworks.com/research/threats/zeus 
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Active Botnets 



2012 AT&T Intellectual Property. All rights reserved. 

DDOS Tool - Java Version 
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DDOS Tool - Mobile App 
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Timeline: 

M-LOIC 1.0 

Dec 9th 11:38 AM 

M-LOIC 1.4 

Dec 9th 3:54 PM 

Javascript LOIC 

Dec 9th 12:06 AM 
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Illustrative Power of Botnets 
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AT&T Botnet Defense Initiatives 
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Submitting Malware Samples 

Spam Source Blocking 

Improving Detection Algorithms 

Botnet Aware Network 

DDoS Defense Service 

Customer bot Check 
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DDOS Defense Diversion Overview 
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a customer’s network 
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Advanced Persistent Threats (APT) 
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Victim Targeting Size Stealth 

Botnets and Worms 
 
 
 
 

Not specific Large # 
victims 

Generally noisy (spamming, 
scanning, DDoSing, 
frequent C&C check-in), 
somewhat detectable. 

Advanced Persistent 
Threats 
 
 
 

Specific victims Small # 
victims per 
target 

Quiet, low-and-slow, fairly 
undetectable. 
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Exfiltration Event Victim Discovery 
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# bytes tx/rx from exfiltration drop site to unknown host 

12.33.114.220 (bytes tx) 
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4. Victim 
transmits 
~32MB to 
drop site.   

5. Bytes tx is 
much higher 
than bytes rx 

2. Host makes an RDP 
connection to an 
unknown host. 

3. Then connects to it 
over https (443/tcp) 
briefly 

1. Small amount of 
https traffic from 
victim to 
exfiltration 
server. 
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APT Tracking Tools Developed 
ExfilTracker and AptTracker 
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Example: Spear Phish Email 
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Email 

From real employee at one company 

To real employees at another company 

 

Targets 

Similar roles in a common industry. 

Live in the same general region. 

They are likely acquaintances 

 

Malware 

Content includes working spreadsheet-based game 

Game retrieves malware, rootkits, sets-up to run on reboot, phones home 

IP address that originated email is known contributor to this attack 
activity 

Customer contacted and 
notified 
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Example: Exfiltrated Data Event Discovery 
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Event 

AT&T ExfilTracker observed a 7MB .rar archive shuttled 
between one known exfiltration drop server to another known 
exfiltration drop server. 

Contents 

Contained recent email and documents. 

Email subjects and filenames appear to be highly sensitive. 

Targets 

CEO and 4 VP’s in a large International corporation. 

Customer contacted and 
notified 
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Enterprise  
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Internet 
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Managed 
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Managed Security Service Information Flow 

23 

AT&T SOC 

Customer 

Portal 

Correlated 

Alerts 

C
u

s
to

m
e
r 

N
o

ti
fi

c
a
ti

o
n

 

Private Intranet Protect FW, IDS, SEG Logs 
Customer 

Intranet 

Data 

Flow data Registry 

AT&T IP Backbone 
Feeds 

Others Others Others 

Internet- 

based 

Intelligence 

A
la

rm
s

 

Data Collection Analysis 

Customer Intranet 
Feeds 

Others Others Others 



2012 AT&T Intellectual Property. All rights reserved. 

MTIPS Service 
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Next Generation AT&T Mobile Security 
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Device mgmt, strong authentication  
endpoint security  & mobile apps 
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Cyber Threat Report – techchannel.att.com 

26 



2012 AT&T Intellectual Property. All rights reserved. 


